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EMERGENCY SIGNALING SYSTEM 
SING GLOBAL COMPUTER NETWORK 



FIELD OF THE INVENTION 

5 The present invention generally relates to emergency systems, and more 

particularly, to a system and method for providing monitoring of security and/or 
providing emergency messages using a global computer network. 



BACKGROUND OF THE INVENTION 

10 A wide variety of reporting systems have been developed for providing 

communication between a premise and a central monitoring facility. In the past, these 
reporting systems have been typically limited to commercial and residential security 
alarm systems, medical emergency systems, and environmental equipment monitoring 
systems. However, with the increasing development of wireless communications 

15 technology, the use and applications of reporting systems is expected to grow to 

encompass fleet management, remote utility metering, vending machine status, and many 
other commercial markets. 

The key to the effectiveness and integrity of the reporting system provided often 
depends upon the means which are used to establish communications between the 

20 reporting unit provided at the premises and the monitoring equipment provided at the 
central monitoring facility. It has become well known in the industry that repetitive 
monitoring of the link between the premise and central monitoring facility provides an 
enhancement in reliability. These systems which implement a periodic monitoring of the 
communication link are commonly known as "supervised" reporting devices. 




Aside from increased reliability in the communication link, there are several 
notable reasons why the use of a "supervised" system is desirable over the less 
sophisticated "unsupervised" systems. With respect to the use of the reporting system as a 
security alarm device, insurance companies often determine insurance rates based on the 

5 quality of electronic and/or automatic monitoring of the communication link between 
their commercial establishment or residence and a central monitoring facility. In fact, 
Underwriters Laboratories has established several grade levels which attach to the type 
and extent of monitoring provided. The highest grade or grade AA is attached to a 
supervised link which is monitored by a central monitoring station no later than 6 minutes 

10 after compromise in the link. 

One supervised system for providing communications between the premises and 
the central monitoring facility is by means of direct wired telephone lines which connect 
the premise to the central monitoring facility. The drawbacks of such a system is the high 
installation expense and high usage fees as well as low availability. Another supervised 

15 system uses a switched telephone network commonly known as a derived channel 
system. Although the use of a derived channel system can be shared by more users, it 
forces telephone companies to add expensive equipment which does not provide an 
attractive return. The result is that these systems are not widely available and are limited 
to commercial areas where higher profitability on alarm systems can be expected. 

20 Another supervised system involves the replacement of wired lines with wireless 

communications such as two-way radios. Radio systems are reliable because there is less 
of a likelihood of outside interference such as line tampering. Although in some respects 
more reliable than a wired system, two-way radio systems are subject to significant 

2 




limitations in view of the regulatory constraints which are in place regarding the use of 
radio waves, and in terms of the number of frequencies which are available for use in a 
particular system, limiting the number of subscribers. In addition, the significant cost of 
installation and maintenance with the frequent use of such a system is often prohibitive 

5 for supervisory purposes. Consequently, their application is almost exclusively limited to 
non-supervised systems. 

In U.S. Pat. No. 4,868,859 (hereinafter '859), issuing to Sheffer, lines 47-50, it 
was suggested that two-way radio communications be accomplished by means of the 
cellular telephone network. At first glance, this appears attractive because it incorporates 

10 an existing cellular communication infrastructure. The disclosure in Sheffer '859 suggests 
combining a supervised derived channel system with a non-supervised cellular telephone 
system to provide a more reliable redundant system. Specifically, Sheffer '859 teaches the 
use of a non-supervised cellular telephone due to the prohibitive expense as a; supervised 
system resulting from charges associated with the cellular telephone network. For 

15 example, each time the central monitoring facility monitors the link, a supervised call 
must be made over the cellular telephone network resulting in significant telephone 
charges. As is clearly evident from the above example, the cost of such a supervised 
wireless system is prohibitive to the average consumer. 

For example, in the context of an alarm system, today Alarm Monitoring Systems 

20 have a local control panel in a home or a business. All Alarm Panels communicate to 

sensor devices using analog communication paths. Thus limiting them to communicate to 
the Internet. 
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Today typically all alarm systems use POTs to relay alarm signals. Which means all 
signals are routed through the local switches until it is delivered to a remote monitoring 
station. All signals are analog and converted to digital at a receiver located at the 
monitoring center. 

At the monitoring center all signals are routed to a proprietary receiver box that is 
designed for a particular security manufacturers panel which processes the alarm 
verifications. 
An example below: 
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This flow chart is used today to show how alarm signals are routed for burglary 
fire and personal security. This is a closed network solution that is currently approved and 
certified by NFPA (National Fire Protection Agency) & UL (Underwriters Laboratories). 
NFPA currently allows 1 80 seconds from the time the signal is sent for the signal to be 
received by the receiver. This system reports by Zone hi-low, on-off in the control panel. 
In other words if a sensor is tripped, the sensor will send a signal that the switch is open 
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to the control panel. The control panel will then issue a command to perform a dialup for 
the RJ1 1 . The on/off or open/closed signal is relayed to the receiver for the control panel 
at the monitoring center and the receiver verifies and attaches the ID location of the local 
control panel and the zone that is tripped. This information is then relayed to the 
5 monitoring terminal. 

Accordingly, it is desired to provide an improved system that overcomes the 

shortcomings of the prior art. 

twf PRESENT. INVENTION 

10 Having summarized the invention above, reference is now made in detail to the 

description of the invention as illustrated in the drawings. While the invention will be 
described in connection with these drawings, there is no intent to limit it to, the 
embodiment or embodiments disclosed therein. On the contrary, the intent is to cover all 
alternatives, modifications and equivalents included within the spirit and scope of the 
15 invention as defined by the appended claims. 

The present invention reflects a fundamental technology breakthrough, but 
creating and utilizing a derived channel over a global computer network (e.g., the 
Internet). In the past, the Internet has not proven capable of handling emergency or 
security messaging due to the nature of IP (Internet Protocol) communications. Since 
20 communications across the Internet are "connectionless" and unreliable (i.e., they don't 
require acknowledgements), the medium has not been deemed suitable for 
communicating emergency or security information. Other reasons also exist rendering 
the Internet a generally unsuitable medium for communication such information. For 
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example, messages from origin to destination typically travel through a number of 
intermediate servers or other points. These intermediate points do not always 
immediately or instantly relay the message, creating unreasonable delays for emergency 
type messaging. 

The present invention, however, addresses these deficiencies and provides a novel 
system and method for providing emergency messaging over a global computer network, 
using a derived channel. 

The inventive Internet Security Monitoring system (ISMS) will report on an 
average of 500 mil seconds with the always on connection. 

ISMS does away with the following; 

1 . No need for local control panels "Alarm Panels". 

2. No Monitoring Center Alarm Panel (Receivers) 

3. No Monitoring Center Software's for Alarm Panel Receivers 

4. No need for dial-up equipment dialers or RJ1 1 

5. No more individual communication software for each panel manufacturer 

What the ISMS provides; 

1 . Open Ended System that is scalable which would standardize the Alarm Industry 
communication networks for monitoring alarm systems 

2. Converts sensor data into the universal language TCP/IP & UDP, reducing the 
need for smarts in the local area being monitored thus reducing costs. 

3. Lower Administrative Cost for Monitoring Centers NOCs 




4. Internet Wrappable communication network that can seamlessly be wrapped into 
other Internet operating systems for adding scalability services such as ERPs 
"enterprise resource planning" or DSA "decision support applications" for billing 
and other operational forecasting. 

5. Lower Operating Costs for Monitoring Centers. 

How the ISMS works? 

Installing the ISMS A/D converter into Existing Alarm Panels and creating an always on 
system 

[ABC I 



Control 
Panel 




isrver 



10 

The Internet Security Monitoring System will convert the hi/low switch or on/off zone 
reporting to an Analog to Digital data bit stream output. Each A/D converter will have its 
individual IP address or MAC address. When a sensor is tripped the control panel will 
1 5 send out an open signal to the converter. The converter will send out its IP or MAC 
address with a zone open signal until it receives an ACK. If it does not receive an ACK 
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within 30 seconds it will try another route. It will continue until it receives an ACK from 
the IP Gateway server. The average signaling time is 500 mil seconds. 
The always-on connection can be a connection point from a DSL, Cable, Fiber optics, 
ISDN, or any other type of connection such as a POT that is connected to the ISP without 
having to perform a dial up. Other ways of connecting are Cell data packet systems, such 
as IDEN, GSM, CDPD, etc. Each form of communication maybe connected to its on 
frame relay system where by providing the always-on routing routines to the ISMS. 
The ISMS is a remote facility that only gathers data and relays the data to a remote Hot- 
terminal. The ISMS performs the same type of work as a control panel. In most 
applications a local control panel will not be required, but rather technology such as that 
disclosed in patent number 5,926, 1 03 may be employed. 

Today alarm sensor signals are generally routed to a local control panel and then 
sent to a monitoring center. There are teachings of alarms being sent to a gateway such as 
Bell South Cellemetry UpLink product, however, the signal being sent monitors the 
telephone line to verify that the alarm can be sent out even if the telephone line is cut via 
Cellemetry's use of upper channel for the Cellular frequencies which is used for verifying 
analog cell phone ids. This system does not and cannot relay on the Internet as digital 
data for communicating. The analog signal is sent via the cellular infrastructure to a 
frame relay then the information is sent to the monitoring station that must be connected 
to their switch. No signals are being sent through an Internet portal. The frequency used 
is limited by the FCC since it uses the upper channel for communicating. What is usually 
communicated is the MAC address of the telephone which can only send out a 32 byte 
message and cannot communicate to the local control panel. 
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The difference with ISMS is in how it works: An existing Alarm Control panel 
can convert sensors by installing an ISMS bridge or converter changing the signal from 
Analog to Digital in pre-existing control panels. All sensors can be issued a synthetic 

5 MAC address which will be assigned to individual devices or sensors in a home or 

business by a local converter or bridge unit installed at the control panel, the signal then 
will be routed to the ISMS preferably always ISP server. These devices can communicate 
to the local control panel via RF or hardwire. The preference is to use RF, however most 
existing sensor alarm panels in homes or businesses are hardwired systems, thus 

10 installing the ISMS A/D converter for ISMS servers will be an option to connect DSL or 
other types of always on communication feeds. 

The Hosting System (ISP) 

The Internet Server Portal must meet the high reliability standards of 99.999% 

1 5 reliability. The host facility must be comprised of both a world-class physical and 
technical environment. The hosting location must use best-of-breed, temperature- 
controlled Network Operations Centers supported by multiple OC-48, OC-12 and OC-3 
backbone connections. Coupled with a fully redundant, uninterrupted power supply with . 
backup generators, to ensure superior levels of reliability. Control rooms must house fully 

20 automated life support systems, allowing for real-time analysis, review and systems 
management. The ISMS server facility will have 99.999% hi-reliability using multiple 
communication inputs with a minimum of four (4) backbone providers located in close 
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proximity to the world's leading Internet backbone providers, including UUNET 
Technologies, Sprint Communications Company, Qwest Communications International, 
Inc. and Cable and Wireless. Delivery of our content must be dynamically routed to the 
most accessible provider. 

The host site must reside on a hi-reliability communications grid. Example of this 
is there are 3 main entry points in United States for fiber optics, Atlanta, Washington, and 
Los Angles. It is preferable to be located zero miles on one of these grids. Each location 
must offer a wide range of security features, including 24/7 phase-three biometric security 
systems requiring palm-scanning access, along with kinetic video monitoring. 

In conjunction with the high reliability communications is the power grid. The 
ISP site must reside on a grid with less than 0.5 hour total down time per year. This 
requires an above average connection with the local utility. 

For those who can appreciate the art of the Internet Security Monitoring System, 
it can be used as a wireless input. Most digital Cell phones have a MAC address in them 
and most phones today are web enabled with A to D converters built in. If a cell phone 
user presses 91 1 the signal can be converted from A to D and a MAC address can be sent 
to the server gateway which houses all the pertinent data for identifying the user such as 
name, height, weight, hair color, vehicle information, and medical conditions. When the 
person dials 91 1 the signal will be sent to the always on cell infrastructure and relay the 
MAC address for the users telephone. Along with user information will be the responding 
devices address which gives an proximate address of the cell receiver unit which gives 
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the dispatcher an instant message from the Hot Terminal identifying who the caller is and 
what area they are located. 

Listed below will indicate how MAC or individual IP devices can be monitored 

via the Internet. 
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Also for those who can appreciate the art of the Internet Security Monitoring 
System open structure can input any always on digital signaling devices that have a MAC 
address or Individual ID address. 

Another example of the high reliability of the ISMS; when a device is actuated 
such as a digital cell phone to call 91 1. The signal will be sent out until the cell phone 
receives an ACK back from the ISMS server. Of course the high reliability ACK will be 
dependant on the Cell companies implementing an ISMS high reliability communication 
system protocol. This will provide a new standard for Cell Phone 91 1 that they are now 
99.999 communicating with the ISMS. 
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Currently if you activate 91 1 and the call does not go through the phone will wait 
to you give it another manual command to send another signal. 



The monitoring system is designed as an always on system which converts A/D 
information from a local converter located around a facility or area in which devices are 
being monitored. 
An example; 
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The embodiment or embodiments discussed were chosen and described to 
illustrate the principles of the invention and its practical application to enable one of 
ordinary skill in the art to utilize the invention in various embodiments and with various 
modifications as are suited to the particular use contemplated. All such modifications 
and variations are within the scope of the invention as determined by the appended claims 
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when interpreted in accordance with the breadth to which they are fairly and legally 
entitled. 
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